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Abstract

Nowadays, honeypots are widely used to divert attackers from the original
target and keep them busy within a decoy environment. DeMilitarized Zone (DMZ)
1s an important zone for network administrators, because many of the services to the
public network is provided at this zone. Many of the security tools such as firewalls,
intrusion detection systems and several other security systems can be used to secure
DMZ. But honeypots are supplementary devices used to discover attacks and
capture forensics against the attackers. The most important solution to secure the
DMZ is to detect attacks against servers of this zone and void these intrusions by
leading them to honeypots and capturing enough forensics against the attackers.
This research work is focused on providing a solution for problem areas such as
response to intrusion attempts and redirection of the intruders to honeypots. The
proposed system detects malicious activities and redirects them to a decoy system to
capture forensics. Honeypots are decoy systems used to interact with attackers and
capture forensics from their activities. In the reported work, detection of the
malicious activities is carried-out using a Network-based Intrusion Detection
System (NIDS). Measuring performance of the proposed system, three important
factors are implemented. These factors include accuracy, false positive rate and true
positive rate. Accuracy is presented as an important factor to check the performance
of the system. In our simulations, the measured accuracy is more than 99 percent.
False positive rate is another important factor of this system that shows the failure
rate. This parameter is measured less than 0.50 percent that shows the proposed
system cannot detect all the attacks against the protected machine, but attack
detection is performed using a suitable rate. The last factor of system performance is
true positive rate that is measured to be 100 percent. This measurement shows that
all of the legitimate traffic is directed to protected machine with proposed system.

Keywords: Intrusion Detection, Forensics, Demilitarized Zone, Honeypot

1. Introduction

Computer networks are widely used in many companies, so the security of these
networks is a very important issue. Viruses, worms, intrusion attempts, denial of service
attacks and spam are some of the best examples for these security concerns.
Demilitarized Zone (DMZ) is one of the most important zones in network that contains
important servers providing different types of services for users connecting from public
network to private zone [1]. Web server, mail server and DNS server are samples of
servers lying in DMZ where they provide important services for the Internet users. In
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the other words, DMZ is like a showroom to show the services of a network to outside
visitors. Secure this zone, different security tools can be used; each working in a
particular layer. Firewalls, intrusion detection and prevention systems, honeypots and
antivirus systems are among the most famous tools in this area. Firewalls contain
important rules to control the traffic from the public network to DMZ. Firewalls
implement traffic control operation using a set of rules called rule table. These rules
accept connections according to the rules and reject other connections that are not
allowed in accordance to the firewall rules. But only using a firewall as a traffic
controller is not enough, since attackers may change their address and introduce
themselves as legitimate users. Other tools such as Intrusion Detection Systems (IDS)
are necessary to complete the system security in the other layers. IDS is a security tool
that detects intrusion attempts in a system or in a network. IDS monitors the traffic
passing through a system or from a network real time and detects intrusion attempts that
may occur. Honeypots are decoy systems [2, 3] whose value is to amuse the attackers in
a controlled environment with no valuable data or service. To achieve this goal, it is
very important to place the honeypot in a suitable location, because it must be viewed
by the attacker as a normal system similar to the one that is likely the target of attackers
e.g. servers in DMZ. Nevertheless, the decoy system may not be detected by attacker.
The most important reason to use honeypots in DMZ is to view the tools and tactics of
attackers and to capture enough forensics from their activities. Consequently,
redirecting attackers to the honeypot in such a way that the attacker does not notice it is
of a great importance [4, 5, 6]. Another important issue is to design the honeypot in a
way that the attacker cannot detect that he or she is in a decoyed system.

In the reported work, a new architecture is proposed and implemented to recognize the
attackers to DMZ and to redirect them to a decoy environment and capture useful
forensics from their activities. The implemented system consists of firewall, Network-
based Intrusion Detection System (NIDS) and an INTelligent Redirector System
(INTRS). NIDS is used to detect intrusion attempts. INTRS redirects the malicious
traffic to the honeypot once an intrusion attempt is detected by the NIDS. Later on, once
enough information is collected by the honeypot, firewall is updated to recognize the ip
address of attacker and to block it. In this work, Snort is selected as the NIDS by which
malicious traffic is recognized from the legitimate traffic. Measuring efficiency of the
system, the proposed architecture is tested using various types of traffic and with
different packet sizes and types of malicious traffic packets. In these experiments
efficiency of the INTRS module is assessed using an IDS installed on the honeypots.
According to the definition of honeypot by Lance Spitzner, "A honeypot is security
resource whose value lies in being probed, attacked, or compromised.” [2]. The most
important problem by honeypots is to ensure their use by the attackers. With use and
implementation of this system, attackers are unknowingly forced to use the honeypot
and interact with it.

2. System Overview

To introduce the proposed system, the first step is to explain the system components.
The text will also explain the operation of each component.
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2.1 Firewall

Firewall is a security system that is used to control the access from a public zone to a
private zone like DMZ. Firewalls provide access control and prevent users from
unauthorized access to networks connected to the Internet [7]. Two important categories
of firewalls are hardware firewall and software firewall. There are different vendors
producing hardware firewalls that are stand-alone products. Software firewall is a
protecting tool that is installed separately on a host. A set of rules can be defined and
used by firewall to control the passing traffic and avoiding unauthorized accesses.

2.2 DeMilitarized Zone (DMZ)

Demilitarized zone is a security zone designed to make a safer zone to place the
important servers providing services to the Internet users. DMZ is an important goal for
attackers because most of the important services are located at this zone.

DMZ is the placement of servers providing different types of services for public
network such as web, email and Voice Over IP (VOIP). If combination of two layers of
firewalls is used, the DMZ is placed between these two bastions. Figure 1 shows the
placement of DMZ between two firewalls.

A

Firewall

J DMZ
Firewall

Private Zone

Figure 1. The location of DMZ between two firewalls

If only one firewall is used in the network, the DMZ is connected to an interface of
the firewall called DMZ interface. Figure 2 presents this implementation.
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Private Zone

Figure 2. Location of DMZ behind one firewall

In both of these scenarios as shown in figure 1 and 2, DMZ is placed behind the
firewall and is protected using one security level i.e. firewall [1].

2.3 Intrusion Detection System

IDS is a monitoring and alerting system that monitors network traffic or system
activities and reports detected malicious activities to a management system. IDS can be
classified into two types; one is the Host-based IDS (HIDS) and the other one Network-
based IDS (NIDS). HIDS runs on individual hosts or devices on the network to only
monitor the network traffic on that host and reports suspicious activities. NIDS is like a
black box connected to the network and its network module is in promiscuous mode. It
is very important to place NIDS in a suitable point or points within the network to
monitor the network traffic. Traffic passing from a switch is a good feed for an NIDS.
The main operation of a NIDS is to monitor the input and output traffic. However, this
procedure can create a bottleneck at installation point of NIDS. Low computational
power of an NIDS in high speed networks may force it to slowdown traffic of the
packets or to drop them either randomly or systematically.

From another point of view, there are two types of IDS [8-9]:

I) Signature-based method: IDS monitors traffic of the packets in a network and
compares them against predefined and preconfigured attack patterns known as
signatures [10]. Rule-based and graph-based approaches are two common methods used
in this type of IDS.

IT) Anomaly-based method: IDS detects intrusions by comparing current behavior of
the network versus normal behavior of the network. The anomalous behavior can vary
in different situations in contrary to the rule-based system that uses predefined
signatures and compares the network traffic with them. Zero-day attacks may also be
detected using anomaly-based IDS [11-12].

Snort [13, 14] is a rule-based NIDS. It detects intrusions attempts and generates alerts
using predefined rules in its database.
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2.4 Honeypot

Honeypot is a trap, designed to entrap intruders [15]. Honeypot is a decoy system
and it is placed in the network to lure intruders. Once honeypot is attacked by an
intruder, his/her actions are captured in honeypot. Consequently, it will be possible to
monitor the behavior and activities of that attacker and capture enough forensics against
the attacker. At the same time, honeypot will buy time for the administrator to respond
by keeping the intruder busy while alerting the network administrator. There are three
general types of honeypots: low-interaction honeypots, medium-interaction and
high-interaction honeypots [2-3], [15].

Low-interaction honeypots are used to simulate some protocols and cannot provide a
full access to the honeypot by the attacker. Medium-interaction honeypots work at the
service level and simulate some services. They provide a similar environment for
attackers because of providing a higher level of interaction with them.

High-interaction honeypots are complete systems with a full operating system. They
are designed to simulate a system with all of its components. They provide a vast
amount of information about the attackers and their behavior. This feature will increase
risk of larger attacks such as a DoS attack to the honeypot and danger of losing the
control over the honeypot [16]. Honeynets are an example of high-interaction
honeypots.

2.5 Redirector systems

Redirector is used to change the path of malicious traffic to the honeypot. Attackers
mainly target major systems within DMZ such as mail servers, web servers and DNS
servers. A good example of attack redirection is depicted in figure 3 in which a
honeypot is placed near a mail server to detect attacks against the mail server.

Internet

Target system (Honeypot) Redirector

Figure 3. Redirection of attacks against a mail server

According to figure 3, the redirector system is designed in such a way that it can
change path of the traffic destined for port 25 to a different system.
As a part of honeynet project, similar redirector systems such as honeywalls, are also
designed to redirect malicious traffic to honeypots [17]. As the honeynet project site
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indicates "The Honeynet Project is a leading international security research
organization, dedicated to investigating the latest attacks and developing open source
security tools to improve Internet security" [17]. Honeywall is a package presented as
Honeywall CDROM by Honeynet team. Honeywall controls the input and output traffic
of the network as a gateway and has four important responsibilities. These
responsibilities are data control, data capture, data analysis and data collection [17]. One
of the most important failure points of honeynet is when attackers attempt to break into
the honeypot. Here they can use the honeypot to attack to the other system resources
and harm them using larger bandwidth and more availability. The proposed system that
will be explained in details in section 3, avoids this failure by separating the network
interface of server from the honeypot and isolating them. Another failure point for
high-interaction honeypots is the risk of detection. To reduce this risk, in the proposed
architecture, honeypot is simulated similar to a DMZ server. This solution will reduce
the risk of honeypot being detected by the attackers.

An important difference between the proposed architecture and the honeynet system
is explained in the following. In honeynets, there is a network of honeypots. Each
honeypot can be used by the attackers to attack other honeypots or the protected servers.
But in the proposed system, there is no connection between the honeypot and the main
protected system. Having the honeypots isolated, a big problem in honeynets is solved
by this architecture. In the proposed architecture, the IP address of honeypot is equal to
the TP address of the protected main system in DMZ without any network conflict.
Honeypot is also used to capture forensics from the attackers and detect their new
tactics. Another important problem with the honeypots solved by the proposed
architecture is the problem of transparency where the attacker is redirected to honeypot.

3. Another important difference between the proposed architecture and honeynet is the use of
Snort as IDS in the proposed architecture. Honeynets use honeywall as a preconfigured
package which is both firewall and IDS and also redirects packets. But in the proposed
architecture, firewall, IDS and redirector are separate from each other. Snort is the best open
source IDS that is used to detect attacks. [Ptables is the free firewall used by Linux operating
system and our redirector module is a perl code that can be upgraded in future to have more
features such as packet dropping and so on. The most important difference between this
architecture and honeynet is that the honeypot in the proposed system is completely similar
to the main system in DMZ. Even the IP address of our proposed honeypot is the same as the
protected system. System Architecture

To explain the operation of the designed system, it is most important to know the
relationship between these parts of the architecture and understand the operation and
reaction of the system when attacks occur.

3.1 Architecture Design

Attackers usually use public networks to attack the systems providing services for
users. To divert attackers from the main servers in DMZ and redirecting them to a decoy
system, the proposed system is designed as in figure 4. Architecture of the system
consists of one input interface and an even number of output interfaces. Output
interfaces are used to lead the traffic either to a server or to a honeypot that is designed
to protect from that server.

As shown in figure 4, a honeypot is used to act as the server that is placed in DMZ. If
an attacker decides to attack the server, the proposed system detects the attack using
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Snort IDS and re-routs the traffic from targeted server to the decoy system that is called
the honeypot.

Update IPtables

IP:213.207.188.210 | Server

IP: 213.207.198.209

Honeypot + Snort ID:

Figure 4. The proposed architecture

Another important technique used in the designed system is the solution used to
redirect the proposed traffic using INTRS. In this solution, path of the traffic is changed
from one destination to another as required. The proposed system is placed in the path
of traffic from public network to DMZ, sniffing the packets and making decision about
the appropriate destination for the traffic. If the traffic is normal, no attack is detected
and the main server is selected as for the destination. Otherwise, when a malicious
behavior is observed, the selected destination is the honeypot.

3.2 Network-based Intrusion Detection System

To sniff the traffic passing through the designed system and detect malicious
activities, a rule-based NIDS is used. The output of NIDS is an alert which contains the
information about the attack and the IP address of the attacker. This alert is used by
INTRS to make decision about the appropriate route and the correct response that
should be sent to the firewall.

3.3 INTelligent Redirector System (INTRS)

After detecting an attack using NIDS, the proposed system should redirect the
malicious traffic to the decoy system. The main operation of INTRS is to take the input
data from the output of NIDS which is an alert and then redirect the packet traffic to the
designated destination in accordance with the information within the alert. If the alert
log file is empty, it means that there is not any detected intrusion and the traffic should
pass through its original path to the server. If the NIDS alert is triggered and the alert
will contain information about intrusion attempt, INTRS will then redirect the malicious
traffic to the honeypot. Consequently, all the attacker activities are logged in the
honeypot. INTRS also sends updates to firewall to upgrade its rules in order to avoid
more attacks from a distinct IP address. In this way, the attack is detected and redirected
to honeypot to capture forensics from the attacker's activities and the rules of firewall
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are updated by which system will be protected against similar attempts from that
address in the future.

3.4 Enforcing the Honeypot on Attackers

Honeypot is the decoy system designed to be placed in DMZ to secure the servers
from the attacks. It is also an exact copy of the protected sever, because it should
exactly look like that server from the attackers' point of view. In this scenario, the
attacker will attack the honeypots thinking that he/she is attacking the DMZ servers.
One of the most important problems solved by the proposed system is to force the
attackers to interact with honeypot.

4. System Implementation

The implementation of the system architecture is discussed and explained in this
section. According to figure 4, the solution to make a secure DMZ is to trap attackers
and redirect their malicious traffic to the honeypot to capture forensics and preventing
them from attacking the main server providing services in DMZ. The proposed system
is implemented with virtual machines connecting to each other using host-only network
adapters.

4.1 Afttacker and user machines

Attacker and user machines are designed to simulate an access to the DMZ from a
public network. In this scenario, these machines are placed in the public zone. Linux
Fedora 14 is used as the operating system in this simulation. On the attacker side, some
attacks are simulated to test the system. Similarly, the protected traffic is produced by
the user to test the operation of the proposed system.

4.2 The proposed system and its components

The proposed system is the most important part of the simulation and acts as the
brain of this architecture. This system consists of three modules: firewall, NIDS and
INTRS.

Firewall is used to control IP packets passing through a system. Using Linux
operating system, iptables can be used as a built-in firewall. Iptables is a software
firewall, which can be used to control the flow of traffic from a public network to the
trusted private network such as DMZ. To configure this flow control, iptables uses a set
of rules. These rules define path of traffic with respect to the alerts generated by the
NIDS. If NIDS detects malicious traffic, it will trigger an alert and INTRS will update
firewall rules to deny attacker accessing the DMZ as well as redirecting it to the
honeypot. This policy will guarantee the security of both the DMZ and the server. NIDS
is used to detect subversive activities. At this implementation, Snort version 2.9.0.4 with
General Public License (GPL) is used as IDS. Snort is one of the most familiar open
source network-based intrusion detection systems (NIDS). Figure 5 shows the structure
of Snort IDS.
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1001110101
1100101011 | ——>
1000010101 | ——> . . —

. Detection Alerting/
0101110111 | ——> Sniffer Preprocessor . . —

Engine Logging

1000010111 | ——> —
0001011010 | ——> >
1001011001 Produced Alerts

(Saved in a File or a Database)
Input packets

Intrusion Detection Rules

Figure 5. The Structure of Snort IDS

Snort consists of four main parts. Sniffer listens to the traffic. Snort's network traffic
interface operates in the promiscuous mode. To control the special behavior of the
packets, preprocessing is required. The preprocessor unit receives packets from sniffer
and compares them with some of its predefined plug-ins. If the packet's behavior is
similar to the plug-ins, preprocessor will send that packet to the detection engine.
Detection engine compares packets received from preprocessor against its defined rules.
If packet makes any rule to fire, the alert generator unit is called and the corresponding
alert is produced and is recorded in a database.

Snort can analyze traffic of the network and log all the passing packets via the IP
protocol. Snort also can analyze protocols, search the contents of IP packets and match
their contents against its rules. For each known attack, Snort uses a unique Signature ID
(SID) that is defined to present that attack as a rule.

As presented in figure 4, using alerts generated by the Snort, INTRS should direct
traffic of the packets to their desired destination (Linux interface). INTRS is in Perl
script and uses iproute2 in Linux to redirect a packet to the desired interface. Iproute2 is
a Linux control tool that controls the IP networking traffic. It consists of a set of
commands and utilities that can control the traffic in different ways. The “ip route”
command only manages and controls routing table; but iproute2 controls the route
selection algorithm. In policy routing, different aspects of routing such as source,
destination and type of service (TOS) are tended. Routing Policy Data Base (RPDB) is a
set of rules like an access list and allows matching the source, destination, TOS and
incoming interface in Linux. Fwmark is the tag for packet filtering that is used to mark
packets with malicious behavior so that they are routed to honeypot.

4.3 The Protected Server and the Honeypot

The protected server is a service provider that is located in DMZ and installed to
interact with those users whom connect to the system and send normal traffic to it. The
honeypot is a decoy system that is designed to collect information from the attackers.
To capture useful forensics from the attacker's behavior, a complete system is installed
completely similar to the main server as a high-interaction honeypot. All of the features
of this system such as its operating system, [P address, configuration and all the other
parameters are simulated in such a way that the attacker cannot notice if he or she is
lured in to a trap. In this implementation, the operating system of both the server and the
honeypot are Linux fedora core 14 that comes with GPL.
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5. Experimental Results

Once system is implemented, it is the time to test and evaluate it. In this section,
results of the proposed architecture will be presented. As mentioned earlier, to secure
DMZ, The proposed system controls input traffic, detects the malicious traffic from
normal traffic and selects the appropriate destination depending on the traffic type and
updates the firewall by sending new rules to it.

5.1 Afttack Simulation and the System function

The first step for testing the proposed system is to simulate attacks and make attack
scenarios in a way that the proposed system is working in a real environment. Many
tools can be used for system simulation. In this experiment, Ping of death, Slowloris and
Nemesis packet builder used for attack simulation. The Nemesis packet builder is not a
tool for attacking networks but it can help us to craft packets and inject them into the
network. It is a GPL software, downloaded free and installed on the attacker host using
Linux operating system [18]. Nemesis has a command-line interface for its
configuration. It can be used and installed in both Linux and Windows operating
systems. Nemesis is one of the best and important tools to test different security devices
such as NIDS, firewall and so on. Nemesis can be used as an automatic script-based
engine capable of generating attack scenarios with a simple command-line interface.
Nemesis can generate and inject different types of packets to the network. In this
simulation, hack-a-tack Trojan horse is tested. Its packet is generated by Nemesis and
Snort is known to the attack with the SID number 614. Figure 6 shows the alert
generated by the Snort as well as different other types of the detected attacks that are
simulated in this experiment

Ping triggers Snort's SID number 366 for ICMP request. Snort also records ICMP
reply from decoy system to attacker with SID 408. This is a good evidence to prove that
the designed system generates correct response for the attacks. Two other simulators are
more efficient for testing the system. Slowloris is a GPL attacking tool written by
Robert "RSnake" Hansen [19]. Using Slowloris, the attacker will be able to take down
the web server of victim's system using minimal bandwidth. This attack will cause
many problems for other ports and services of the victim machine. Slowloris tries to
make a Denial of Service (DoS) attack by creating many connections to the victim web
server and holding them open as long as possible. To reach this goal, the attacker opens
connections to the target system and sends partial requests. Subsequent HTTP headers
are sent, but the requests are never completed. When an affected system keeps much
connections open, its connection buffer will be overflowed and it will not accept more
connections. Therefore, the victim machine will not be able to operate because of
overflow. Slowloris is a DoS tool which triggers Snort's SID number 15578.

Using simulated attacks to test the system, it detects the attacks using Snort and
redirects them to the honeypot by INTRS, sending an update to firewall at the same
time by INTRS that may also add suitable route to the routing table to redirect the
intruder to the honeypot. The proposed system also changes the path of malicious traffic
from the server to the decoy system as a response to the attack. Consequently, attacker
is redirected to the honeypot where forensics is recorded. To make sure that the system
is operating correctly, another IDS is installed on honeypot. Alerts produced by the IDS
installed on the honeypot are compared versus those generated by the first IDS. In this
way efficiency of the system is measured.
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9 Applications Places System e) @j _f ﬁ cd]: @ Sun Sep 25, 8:09 AM  root
root@localhost:/var/log/snort BEE
File Edit view Search Terminal Help

[root@localhost snort]# tail alert
09/24-01:43:49.703258 [**] [1:366:7
> 192.168.2.10
09/24-01:43:49.703258 [*¥]
.168.2.10
09/24-01:43:49.704379  [*¥]
-> 192.168.1.59
09/24-01:43:50.705182 [**]
9 -> 192.168.2.10
09/24-01:43:50.705162 [**]
> 192.168.2.10
09/24-01:43:50.705162 [**]
.168.2.10
09/24-01:43:50.706539 [**]
-> 192.168.1.59

ICMP PING *NIX [*#*] [Classification: Misc activity] [Priority: 3] {ICMP} 192.168.1.59 - M

1:384:5

ICMP PING [**] [Classification: Misc activity] [Priority: 3] {ICMP} 192.168.1.59 -> 192

1:408:5

ICMP Echo Reply [**¥] [Classification: Misc activity] [Priority: 3] {ICMP} 192.168.2.18

1:368:6

ICMP PING BSDtype [*¥] [Classification: Misc activity] [Priority: 3] {ICMP} 192.168.1.5

1:366:7

ICMP PING *NIX [**] [Classification: Misc activity] [Priority: 3] {ICMP} 192.168.1.59 -

1:384:5

ICMP PING [**] [Classification: Misc activity] [Priority: 3] {ICMP} 192.168.1.59 -> 192

1:408:5

ICMP Echo Reply [**] [Classification: Misc activity] [Priority: 3] {ICMP} 192.168.2.18

09/25-87:53:38.478768 [**] [1:614:10] BACKDOOR hack-a-tack attempt [**] [Classification: Attempted Information Leak] [Priori
ty: 2] {TCP} 192.168.1.59:317%6@ -> 192.168.2.10:31789

09/25-08:02:32.895938 [**] [1:15578:2] SPECIFIC-THREATS Slowloris http DoS tool [**] [Classification: Attempted Denial of Se
rvice] [Priority: 2] {TCP} 192.168.1.59:52933 -> 192.168.2.10:80

09/25-88:05:11.734398 [**] [1:15578:2] SPECIFIC-THREATS Slowloris http DoS tool [**] [Classification: Attempted Denial of Se |=
rvice] [Priority: 2] {TCP} 192.168.1.59:53434 -> 192.168.2.10:80
[root@localhost snortl# [

|
0

| @ root@Iocalhost:jvar/lo... | =

Figure 6. A sampled alert file of Snort
5.2 Measuring Efficiency of the System to Secure DMZ

To check the system efficiency in securing DMZ, some factors are defined and their
values are calculated in the experimental environment during its operation. Using these
factors efficiency of the system is calculated. As presented in figure 7, the proposed
model has two input packet generator systems, user host and attacker host. ul and al are
the traffic introduced by the users, so the total input traffic to the system is ul+al.The
proposed system detects some attacks and redirects them to the honeypot. But some of
the traffic is directed to the server. Let u2 and a2 to be the legitimate and the malicious
traffic directed to the server and u3 and a3 are redirected traffic of the legitimate and the
malicious traffic directed to the honeypot. Measuring efficiency of the system,
following indicators are defined:

True Positive Rate (TPR) = a3/(u3+a3) (1)
False Positive Rate (FPR) = a2/(u2+a2) (2)
ACCuracy (ACC) = (u2+a3)/(ul+al) 3)

These indicators are measured in the next section to measure the system efficiency in
different manners. The computed accuracy is the accuracy of the proposed INTRS.
Since Snort is used as the IDS, the total accuracy of the proposed system can be
calculated as a function of the Snort accuracy.
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Public Network

Attacker
Honeypot

DMZ

Figure 7: Measuring the traffic

5.3 Testing the Proposed System Using Attack Scenarios

To test the system, four attack scenarios are defined and the systemis tested using
these scenarios. User and attacker machine produce the input traffics of the system. The
attack scenarios are described in the following.

5.3.1 Scenario A

In this scenario, Ping of death is used as the attack. System is tested for 30 seconds,
60 seconds and 90 seconds attack durations. The input traffic is produced by the user
and attacker machine and the parameters discussed in section 5-2 are presented in table
1.

Table 1. Measured paramefters of simulation at scenario A

Time Range ul a1l u2 a2 u3 a3 TPR FPR ACC
30 420 40 420 2 0 38 1 047 %  99.57 %
60 895 80 895 2 0 78 1 022% 99.79 %
90 1240 120 1240 2 0 118 1 016 % 99.85%

5.3.2 Scenario B

Slowloris is another attacking tool to test the system. The second scenario is called
scenario B. In this scenario, the system is similarly tested for 30 seconds, 60 seconds
and 90 seconds attack durations. The input traffic is produced by the user and attacker
machine and the parameters of efficiency are reported in table 2.

Table 2. Measured paramefters of simulation at scenario B

Time Range ul a1l u2 a2 u3 a3 TPR FPR ACC
30 303 20 303 1 0 19 1 0.33% 99.69 %
60 517 40 517 1 0 39 1 019% 99.82 %
90 775 60 775 1 0 59 1 0.13% 99.88 %
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5.3.3 Scenario C

The next simulation is called scenario C and uses Nemesis as attacking simulator. In
this scenario, system is tested for 30 seconds, 60 seconds and 90 seconds attack
durations similar to the previous scenarios. The input traffic is produced by the user and
attacker machine and the parameters of efficiency are presented in table 3.

Table 3. Measured parameters of simulation at scenario C

Time Range ul a1l u2 a2 u3 a3 TPR FPR ACC
30 295 5 295 1 0 4 1 0.34 %  99.67 %
60 420 8 420 1 0 7 1 0.24%  99.77 %
90 610 9 610 1 0 8 1 0.16 %  99.84 %
5.3.4 Scenario D

The last scenario is designed to test the system with all types of attacks described in
section 5-1. The system is again tested for 30 seconds, 60 seconds and 90 seconds attack
durations. The user and attacker machines produce the appropriate traffic and the
parameters discussed in section 5-2 are measured as table 4. This is a complete test
scenario and the results can be used for analyzing the efficiency of the proposed system.

Table 4. Measured paramefters of simulation at scenario D

Time Range ul a1l u2 a2 u3 a3 TPR FPR ACC
30 461 21 461 1 0 20 1 022% 99.79 %
60 981 20 981 1 0 19 1 0.10%  99.90 %
90 1164 20 1164 1 0 19 1 0.08% 99.92 %

The reported results in tables 1 to 4 show that the accuracy of our proposed system to
protect the DMZ is more than 99 percent. Legitimate traffic produced by user machine
is not redirected to honeypot means that u3 is equal to zero. Thus, True Positive Rate
(TPR) is equal to 1. Another important parameter that shows the system failure rate is
False Positive Rate (FPR). FPR shows the rate of incorrect detections of the system.
According to the results of simulations in tables 1 to 4, FPR is less than 0.50 percent
that means the proposed system is up to our expectations and operates with a good
efficiency.

The rate of attack avoiding to the DMZ is more than 99 percent, but the intrusion
traffic can break into the main server placed in DMZ. The results in tables 1 to 4 show
that system accuracy increases when flow of the malicious traffic to the server
decreases. Nevertheless is should be reminded that the overall performance of the
proposed system is totally dependent on the performance of the IDS.

6. Conclusions

The reported experiment explains the proposed architecture for avoiding
cyberattacks to DMZ and capturing forensics from intruders using honeypots. Other
features such as response to attacks and gaining trust of the attacker are also provided
by the proposed architecture. Using this architecture, attacks can be detected using a
NIDS. Consequently, using INTRS, changing the path of malicious traffic produced by
attacker to the honeypot, useful forensics can be captured. According to the results of
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tables 1 to 4, only small part of the malicious traffic detected by the Snort can reach to
the DMZ server, causing a small amount for FPR. Increasing INTRS efficiency will
reduce the FPR. It is important to remember that the reported results are dependent on
the accuracy of Snort, this is because Snort is used as the IDS at the entrance gateway of
the proposed system where all the input packets are controlled. Consequently, the
overall performance is calculated as a function of Snort’s accuracy.

Another problem that may occur in the system is to have the path of legitimate traffic
changed to the honeypot incorrectly. TPR shows how good the proposed system is
performing its task. If TPR is equal to 1, no incorrect traffic path change is happened.
But if it is less than 1, this means that system redirects legitimate user traffic to the
honeypot. Tables 1 to 4 show that TPR is equal to 100 percent, because u3 is always
equal to zero that means the system never changes the legitimate traffic to the honeypot
system.

The reported results in section 5-3 show that the designed system can make a secure
DMZ by detecting the attacks to the DMZ servers and redirecting them to a decoy
system. The proposed architecture is a solution for the problem of attack redirection to
honeypots. The proposed system complies with expectations and diverts attacks to the
server with an acceptable accuracy. This system redirects attacks to the honeypot where
forensics will be recorded. Physical separation of the DMZ from the honeypot zone in
the proposed architecture enables the proposed system to prevent attacks from
compromised honeypots on servers in DMZ. This feature is a major strength for the
proposed system once compared with honeynets.

7. Future Works

The proposed architecture detects rule-based attacks since Snort is used as for the
IDS. However, new attacks that are not known and some call them zero-day attacks
always threat the systems. In the designed model, if anomaly-based IDS is used, the
system will be able to detect new methods of attacks against the DMZ. Thus one of the
most important issues for the future works can be the detection of zero-day attacks
using anomaly-based IDS.

Another issue that can be mentioned is reducing FPR of the system. This problem
can be solved by improving INTRS. Optimizing INTRS and its relation with NIDS is
also left for the future work.
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