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Abstract

According to the conditions and characteristics of Internet of Things (loT),
routing and data exchange in these networks are facing with many challenges such
as high delay and overhead, congestion and lack of data. The ants-algorithm as a
bio-inspired heuristic technique is an intelligent heuristic algorithm that also
provides quality in addition to effective optimization. This algorithm distributes
computing among the elements of network and can be easily implemented on the
internet of things. In this paper, a new method called' ALQARM based on the
development of ants-algorithm is proposed to improve the 0T routing problems.
ALQARM uses special parameters during its operation to support routing quality,
congestion control and overhead optimization./To cover the concepts mentioned
above, ALQARM focuses on ant-agent exchanges, pheromone updates and learning-
enhancing topics. ALQARM is essentially.a three-step approach in such a way that
in the first and second steps, parent elections and child belong are determined and
the network graph is created. In.the final step-try is to optimize the overheads in
terms of reinforcing learning. To evaluate ALQARM, this method is implemented
based on the development of RPL protocol in the Cooja simulator and has been
compared with previous researches. The simulation results show the superiority of
ALQARM in the metrics of networkssuccessful receipt rates, control overheads and
interaction delays compared to similar methods.
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1. Introduction

The loT introduces a world where all physical objects are able to interact with each
other by internet or other communication platforms. In this network, everything (all
objects can _be a member of this community) has its own digital identifier whereby
computers are able to manage, organize, and communicate with the intended thing [1].
Given the unprecedented popularity and advancement of this technology, researchers
believe that in the very near future a large number of things will join to this unique
technology [2]. In recent years, 10T has greatly expanded in terms of its capabilities and
benefits. The most important application areas of this technology can be introduced to
smart cities, smart transportation, aerospace industry, smart building and industrial
applications [3-5]. This rapid development of the 10T has problems due to the lack of
complementary communication technologies, coordination algorithms, and application
standards [6, 7]. Routing and service are the most important issues in this
communication technology.
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In 10T, network members are unable to communicate directly with each other or with
the knowledge base due to limitations. Therefore, in such a situation where direct
communication is not possible, service is provided through routing and in collaboration
with other members of their network [8]. However, resource constraints, network
topology changes, network scalability and heterogeneity of host types introduce the
design of appropriate routing techniques as a serious problem [8-10].

In 10T, according to the features mentioned, routing and supporting quality of this
category has been associated with various issues and has always been one of the
challenging topics [10]. The importance of this issue is doubled in light of the important
application areas of 10T (in sensitive and often important areas) [5]. Therefore, 10T has
been associated with new issues (due to the lack of technology) that have made
traditional methods (methods used in other networks) be ineffective for this technology
[11]. On the other hand, the application areas of this technology require high quality
services to perform their activity in an acceptable manner [8]. Therefore, effective
support for routing and quality of service is an undeniable necessity-in this technology.

Based on the concepts outlined above and given the importance:of routing and
servicing in 10T, extensive researches have been presented in this critical area. Most
past researches have been based on the RPL protocol [10-24]. But recent studies have
revealed some fundamental unsolved problems with past researches, which make it
necessary to conduct more extensive researches in this area. It is worth noting that the
focus of this paper's approach focuses on improving these challenges. In general, these
challenges can be addressed as follows.

A) Lack of optimism: As mentioned, most researches are based on RPL. The RPL
protocol imposes a large amount of overhead on the network to create and update the
DADOG (network graph) structure.-This volume of overheads requires high memory
consumption in addition to occupying network capacity and bandwidth [12-21]. Their
lack of management and optimization can severely affect network performance.

B) Lack of effective support for the quality of service: In the past researches, parent
choices are made based on the result of objective function (expected transfer rate) [12-
22]. Although elections_evaluate on the basis of expected transfers is effective but not
sufficient. Because considering-other issues including energy, congestion and quality of
links can also be very effective in making an effective choice and improving service.

C) Imbalance in DADOG graph: Given that the parent selection in the RPL is based
on the evaluation of certain criteria in the objective function. This topic has led to the
majority of nodes at each level tends to have a number of specific nodes as parents. This
will lead to an imbalance in the structure of DADOG graph and increase the congestion
[13,15-18,29,30].

In order to cover the aforementioned issues, this paper proposes a new method based
on the development of an ant algorithm called ALQARM (An Ant-Based Load and QoS
Aware Routing Mechanism for 10T). ALQARM is designed based on the concepts
associated with bio-inspired heuristic algorithms, and strives to improve service based
on the capabilities of these methods. This targeted performance, with the ability to
control the child of parents, in addition to improving the quality of service, also
improves the problem of graph congestion and imbalance.

The remainder of the paper will provide an overview of the research background in
the second section. The proposed ALQARM will be introduced in Section 3. Section 4
of ALQARM will be evaluated based on the development of the RPL simulation and its
performance and will conclude at the end of the article in Section 5.
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2. Review of Research Background

Due to the importance of routing and supporting the quality of 10T services, there is a
great deal of researches to improve this fundamental topic. Much of these researches has
focused on critical qualitative criteria and has sought to improve the objective function
and choice of parent nodes [12-21]. Another part of researches has focused on
improving fault tolerance and has therefore attempted to improve the stability of
interactions [22-28]. Researches have also been developed on the basis of nonlinear
techniques and based on the use of concepts related to this area; efforts have been made
to improve service [19-22]. Further researches have investigated end-to-end of
intermediate routs and attempted to make decisions accordingly [19-22]. According to
the studies, the methods developed based on the improvement of the objective function
based on the evaluation of qualitative criteria have better results than the other methods.
In the following we will analyze some of the most important of these studies and more
precisely methods based on qualitative criteria. Finally, the importance of ALQARM
will be outlined and discussed in the light of previous researches.

Researches carried out in [12-21] are important researches focused on improving
objective function based on qualitative criteria. In most of these studies, the objective
function, in addition to the expected transfer rate, is evaluated on the basis of broader
qualitative criteria (such as energy and delay) and based on these evaluations, parent
choice and routing are done. In fact, based on the results of this evaluation, if the node
has the best condition in the evaluated factors, the node's preference for selection is
high. The results of this research show that the quality of service is improved and the
transmission delay is reduced. But these methods are often not optimal, and the network
Is associated with an increase in the.amount of control overhead. On the other hand, in
most of these methods, the parent selection.is done in a way that causes the DADOG
graph imbalance problem, which leadsto the aggravation of the congestion issues.

The methods proposed.in [22-28] were important researches focused on improving
error tolerance and maintaining service stability. To this end, the methods presented in
this research have investigated various aspects related to the domain of error tolerance
and stability and have therefore tried to increase the reliability of communication. In this
regard, some methods have attempted to use backup routs, some have focused on
evaluating the mobility and stability of nodes connections and some have attempted to
evaluate important issues related to error tolerance (such as prevention of energy
finalization and loss of nodes efficiency). So, based on the results of these evaluations,
routing choices are made and exchanges are done through the desired routes. Overall,
the purpose of these researches is to increase the error tolerance of data exchanges and
to ensure service stability as far as possible. But these methods are not optimized due to
increasing the rate of exchange of control data to enhance their performance. In
addition, some of these methods that are introduced in this domain are based on
overheads (such as multi-rout routing, multiple parent selection instead of one parent,
etc.) that exacerbate the problem of lack of optimism, reduce bandwidth and impress on
other consumables.

Other researches have been developed based on the application of nonlinear
techniques and the productivity of concepts related to this field [29-33]. In these
researches, evaluations and choices of parent nodes are based on nonlinear techniques,
especially fuzzy logic, and according to the results of this decision data exchange is
done. To this end, the desired factor after considering is applied as input to the fuzzy
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and the fuzzy outcome or output distinguishes final election. The purpose of most
researches in this area is to improve the accuracy of calculations, elimination of
heterogeneity and variety of decision factors. The simulation results show improvement
in decision making accuracy, routing efficiency and network interactions. But these
methods aren't optimally and often having high complexity.

As mentioned in the previous articles, each of these studies relying on different
measures has sought to improve the service of 1oT. But as it turns out, most of the
investigations reviewed work to develop their proposed methods based on high volume
exchange of control messages. Furthermore, previous studies have not provided
effective measures to maintain the DADOG graph equilibrium. This paper.focuses on
the development of ants- algorithm and uses the capabilities of this technique to
introduce a method that improves as much as possible the issues and enhances the
quality of service.

3. Communication and Energy Consumption Model

As mentioned earlier, the proposed method is organized on:the basis of the RPL
protocol and accordingly the communication model of the proposed method follows this
protocol. The RPL protocol supports three types of communication algorithms. The
three patterns are point-to-point (P2P), point-to-multipoint (P2MP) and multipoint-to-
point (MP2P). In P2P communications, routing and exchanges between both nodes are
in DODAG. In P2MP type, traffic is sent from root to leaf node, and MP2P is related to
data collection and transmission from leaf node to root node, which mainly DODAG
root is destination.

In order to design an energy efficient routing protocol, it is necessary to determine the
energy consumption status of nodes. Nodes.need to spend energy in exchanging to send
and receive messages. The amount of this-energy is defined as a function of distance
between the sender and receiver nodes. In addition, nodes require energy consumption
to listen to the media in order to receive data as well as sleep. In IEEE 802.15.4 WSNSs,
the MAC layer controls the communication modes. In this standard the energy
consumption for the node i on the link e (i, J) €E is to process a packet equivalent to the

relation (1) [34]. So that E/ .E:, .E.. and E are equivalent to the consumed energy
during listening, sending, receiving and sleeping periods respectively. I.. J.. J, and

I_,are in-the transmit, receive, listen and sleep modes, respectively. tiand tf,are the
listening time and the sleep state, respectively. U is the battery voltage, L the packet
length, and R the bit rate of the media transfer.

B A I P

In terms of introduced concepts [39], the values of i, and tiare equivalent to (2) and
(3), respectively. Such that Bl is equivalent to Beacon Interval, SD Super-frame
Duration, aBaseSD = aBaseSuperframeDuration = 960 symbols, symbol = 16us
(defined by CSMA-CA [34]), ti.and ti. respectively the time of send and receive
successfully for L bits at the R transfer rate.

tl, = Bl — SD = aBaseSD x (259 — 2°9)symbols (2)
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ti = BI — (tf, + i, +t) 3)

According to the concepts, the energy consumption for sending and receiving is the
relation (4) and the remained energy is the relation (5). So that Erand Ejare the
remained and initial energy equivalents, respectively.

C ((dn + 2+ e U if s Txl
El =

. . (4)
(tin + 1,2+ th1, ) U if tis RxJ

E, = Ey — E; (5)
4. Assumptions

Some of assumptions to develop ALQARM are as follows.

*Network nodes are heterogeneous and all nodes operate in user mode.
*Nodes are limited in terms of energy and consumption sources .
*Network topology is variable.

*Nodes in the network are fixed and not mobility.

*Network traffic algorithm is considered/as a many-to-one algorithm.

» Network nodes are not equipped with any overhead tools such as positioning (such
as GPS).

5. Paper Approach

In ALQARM, according to the challenges of past researches, the proposed method
provides the expected capabilities to cover existing issues. For this purpose, ALQARM
is designed based on the development of ant heuristic algorithm. ALQARM is very
compatible with. 10T and especially the RPL protocol for implementation. The proposed
method is divided into three steps in order to develop its performance.

1- Parent Selection and early graph formation

2= Selecting child and formation of final graph

3- Data Exchanges

Before discussing how ALQARM works and its proposed steps, first some basic
discussions about the principles of designing the proposed method based on the ant
heuristic algorithm will be presented. Then we will discuss the steps involved.

5.1 Practical concepts related to ALQARM design based on ants algorithm

This section describes some of the practical concepts associated with the ALQARM
design based on the ants algorithm, and some important topics will be discussed around
them.

*Topics related to the ant algorithm
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The ants algorithm is one of the bio-inspired heuristic techniques that provides quality
support in addition to effective optimization. Some practical concepts associated with
the design of ALQARM are based on this algorithm and in particular with regard to
applied ant agents that are described in the following.

*Forward ant agents (FA)

These agents are the ant agents that are sent periodically to the network for awaring of
the network structure (DADOG tree). Nodes in the network receive FA periodically and
use this agent stack information to update the network structure or to add to the
DODAG tree. In fact, each node of receiving FA selects its parent based on its stack
information. This work is done in the RPL protocol by exchanging DIO (DAG
Information Object) messages. It is noteworthy that in ALQARM, unlike the RPL, FA
emissions are variable. Also, based on abilities of ant agents learning try to.manage the
propagation of these agents with the aim of optimizing overheads. For this purpose, the
ALQARM uses ant agents learning and control counter. With regard-to the concept of
learning, if the learning of node be reached to the stable state, the desired node will be
able to select its parents without the need for exchanges of factors. In relation to the
control counter topic, whenever the node receives an FA agent from the network nodes
that is consistent with its current state (no change or looping occurred in DADOG), it
adds one value to the counter. In this regard, the higher value of counter led to the
longer period of time for sending FAs. Based on this;.release of FA will be controlled
and optimized in accordance with DADOG update requirements. Figure (1) shows an
outline of the FA format. Functional fields in_FA are according to RPL protocol [35],
with the exception of adding some ALQARM fields as follows: Rel (reliability), QoS
(quality), CL (Parent adn child rate) and ETX (expected transfers), FA sender node and
stack on node to be visited. The details of these fields will be provided below.

& -

Fig 1. Overview of FA agent.

« Backward ant agents (BA)

These ant agents are sent from the leaf nodes to the root (up of the DADOG tree) in
order to find out the destination status and update the parent routing tables. This is done
in the RPL protocol based on the exchange of DAO messages. In ALQARM, unlike
RPL, each BA has a stack that stores the information of nodes and pheromones in itself.
Figure 2 shows a summary of the BA format. Applied fields in the BA agent comply
with the RPL protocol [35], with the exception of adding some ALQARM fields as
follows: Pheromone Deposited (evaluated pheromone for each node), and Stack of node
to be Visited (nodes met by BA). The details of these fields will be provided below.
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Fig 2. Overview of BA agent.

*Request ant agents (RA)

These ant agents are used to request FA sending from a present node in DODAG
(present in network topology). In this case, if the node is newly addedto the network or
has require of FA, based on RA sending, it requests FA sending from other nodes in
DODAG to distinguish and update its status on the network after receiving this agent.
This is done in the RPL based on the DAO message exchange. However, in ALQARM
the quality status of nodes is also reported. Figure 3 shows an overview of the RA
format.

0 1 : 3

0123436789012343678901234367859101
L e o ot e LIt it et o it o o
|  Flags | Reserved | Option{s)... |
L e I o e e e e ot Rtk
| Rel | 08 |
L e LA o kit it i ot e e st

Fig 3. Overview of RA agent.
Pheromone: This concept is related to the learning ability of ALQARM for the use of

concepts-related to the ant algorithm. Pheromone in ALQARM is evaluated by sending

and receiving ant agents.

In this section, practical topics related to the design of ALQARM based on the ant
algorithm are presented. In the following we will review the steps of ALQARM.

5-1- Parent selection and initial graph formation

This step is introduced as the first step of ALQARM and its aim is to form the initial
network topology. As stated, the basic architecture of ALQARM, like RPL, is based on
the creation of the DODAG tree that its root node is at its origin. In ALQARM after this
step, each node present in the network topology will have a set of parents and ultimately
a selected parent. Note that the rank of parent nodes must be lower than that of the
lower child.

The formation of DADOG graph in ALQARM starts from the root and covers all of
the network nods. In ALQARM, each node calculates its rank and sends it to its
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neighboring nodes when selecting its parent on the basis of FA information. The details
of how to create a grid graph based on ant agents and ALQARM functional concepts are
presented below.

*Creating a DODAG graph in ALQARM

In ALQARM, in order to create a network graph, at first the root node sends an FA to
the network in a pervasive way. Based on the forwarding of this agent, the node
identifies the root of the corresponding DODAG ID and reports its rank to other nodes
in the network. After sending the FA, each node received the sending agent stores the
ant agent sending node as its parent. It then evaluates and calculates the gal function and
rank for itself, and then it adds the result of calculations to the FA stack along with the
other criteria given in Figure (1). It then sends the intended agent again to the network
and its neighborhood. This process is repeated in order to all nodes receive.the sent FA
agents. In addition to receiving the FA and storing the ant stack information, each node
in its parents set will make the top node as main parent. So that in the first time the node
with the lowest rank value will be selected as the parent and in the next time based on
the result of the objective function (presented below), the top node will be selected as
the main parent. The main parent is the node that through it data is sent to the root.
During the graph creation process when a nod receives duplicate FA if the FA sender
node (according to the ant agent stack information) is superior to the other parent, the
receiving node will update its routing table against. the FA stack information and
resends the target agent in the network. Otherwise the received FA will delete without
any additional operations. Relationship (6) provides a general overview of this concept.
In the presented relation Rank is acceptance factor of the progressive ant agent (such
that Rank,-,and Rank,z,are respectively equivalent to the rank denoted in the first FA
and duplicate FA and 6 equals the coefficient of acceptance index variable valuation
such a way that & =1). This component determines the severity of acceptance of
repetitive factors and is an interaction between the reduction of overheads and the
number of routs discovered.

Rank,zy = & X Rank gz, (6)
It is noteworthy that if a node receives an FA that indicates a reduction in the node

rank in the DODAG graph, in this case the intended node must remove all of its parents
that have higher rank than their current rank from their parent list.
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Algorithm (1): A routine associated with sending FAs and updating its
stack

Notation
/[Rank,., and Rank,,: Given rank in first and second FA respectively.
/[6: The variable valuation coefficient of acceptance index of repetitive
ant agents.
/[Reli, QoS;, CLj and ETX; are equivalent in reliability, quality of service,
number of children, expected transmission rate of FA sender node i.
/IRE;, CEi and PE;: Remain energy, consumption energy and primary energy
of node i, respectively.
/[Erri: The number of errors that occurred during node i interactions with
other nodes.
/[Ci: Equivalent to node capacity i.
//BF; and BS;: Equivalent to free space and total space_of buffer node i,
respectively.
//ds and d,: The probability of successfully in packet correct sending and
the probability of receiving correctly of the ACK packet [12]

Forwarding Ant Process;
While (All Network Node not Received Forwarding Ant) {
After Received Forwarding Ant;
IF (Received Forwarding Ant is Repetitive) Then
IF (Rank,;, = & % Rank,zy)}-Then
Discard Received Forwarding Ant;
Else {
Evaluation Criterias;

_ EG,

Rel, = RE, X prr— RE, =1 - ( fPEij
1
QDSi =0 x TD'-‘L,

DS/= Y Nayof Message in Buffer; X PD; C = %

CL, = X No.of Child node;
ETX, = —;  [12]

dped,

Insert Criterias to Forward Ant Stack;
ReBroadcast Forward Ant;

}

}

- Parent selection

Purposeful selection is nodes equivalent to improvement of routing and service in 10T.
Because the task of routing and sending data of children of each node is performed by
its parent. Detection and determination of parent node sets in ALQARM are based on
node rank. For this purpose, when the node sends the FA agent root to the network, it
gets an initial value (for example 256) to its rank in the FA stack and sends it along with
the intended agent. The nodes receiving the FA store the sender node as their parent,

73



ALQARM: An Ant-Based Load ... H. Kord, O. Pourgalehdari

and evaluate their rank based on the father's rank. They then replace the rated rank with
the parent rank in the FA and resend the agent to their neighbors. During the release of
FAs, each node becomes aware of its parent set. In addition, the main parent is selected
from the sum of the parent nodes. In the RPL, parent selection is based on the objective
function and the expected transmission count (ETX). This method of selection is not
appropriate and will lead to issues such as loss of service quality, graph imbalance,
congestion event and overall performance loss. In order to improve this issue in
ALQARM, evaluations are carried out in terms of the proposed pheromone (the same
improved objective function). Relationships (7) to (9) provide details of calculating the
objective function and ranking of nodes in ALQARM in terms of pheromone
evaluation. In relation (7), CPhni is the pheromone equivalent at the present moment for
node i, and B1, B2, B3 and Pa are equivalent to the evaluation coefficients of evaluation
criteria. Based on the result of relation (7), the value of objective functionfor node 1 will
be equivalent to relation (8). So that y equals the current moment_pheromone value
coefficient compared to the previous pheromone and has a value between zero and one.
So that by increasing it the value of the current pheromone will be increased in the final
pheromone evaluation; TPhni, CPhni and goali are equivalent.to the pheromone value at
the present moment, the pheromone value at the preceding moment, and the final value
of the objective function for the nth node. According to.the resultof the relation (8) the
node with the highest value is selected as the parent.

(RelBasc(Qosp B 1 -2 ) = )
CPhn; = T FN BB Pps 2t @)
Fizan Fnu:l'mrlI :jB.l:-].jE=>:::an5|)31><|_.1—:;|_|__| xl-,E;T.‘{FI !
goal, = y.CPhn; + (1 —y). TPhn (8)

Relation (9) shows the details of node rank evaluation. Rank; is rank of i node, CR
fixed component of rank increase (256), Fathery.,. parent rank of intended node.

M A Bz , ., -DBs
[Rel) B JBznf 12 L)
(Rel)Fix(Qos,) ><|_.1 :L|.-I xl-_ET.‘{|.-I

Rank; = - L +CR+ Fatherg,, 9)
Tican Fammer] (REDQoBIB{ 12| () )

As described abowve, the network graph is formed from the root node to the leaves.
Next, to create routs from the leaf nodes to the root node and update the parent tables,
the leaf.nodes create a BA agent and send it to the root. In this case, each parent node on
the rout to the root node with receiving the BA stores the received message information
and updates the pheromone in term of relation (7). It then replaces its pheromone and ID
in the BA stack and then sends the BA back to the root node. This process continues
until the BAs receive by the root.

Ant colony routing is based on the concept of reinforcement learning in which
positive feedback is given to the system in terms of pheromone deposition. Whereas,
negative feedback is introduced in terms of pheromone evaporation. Pheromone
evaporation refers to a decrease in pheromone values. In fact, pheromone deposition is a
solution to enhance learning while pheromone evaporation allows old pheromones to be
forgotten. The pheromone evaporation for all nodes in the network is modeled
according to (10). Such that t is equivalent to the control component of pheromone
evaporation which has a value between zero and one, and it determines the intensity of
evaporation.
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Phn, = (1 — 7).Phn,, Phn, € [0,1] (10)

According to the two processes described, the child nodes learn about their parents,
the pheromones attributed to their parents and their status in the network, and the

parents and roots learn about the architecture topology and rout state.
5.2 Children selection and the final graph formation

As a result of the objective function, each node selects the parent with the highest
value as main parent and announces it membership. But in ALQARM, unlike the RPL,
the parent node will only accept the child node membership if its child nodes set do not
exceed more than k by accepting this child. However, if a parent has multiple requests
from child nodes and exceeds the number of children in order to accept them, then it
will only accept the highest priority children. In this regard, children will have a higher
priority that their pheromone values are more. Algorithm (2) presents child selection in
ALQARM.

Algorithm 2: child selection in ALQARM.

Child Accrue in ALQARM;
After Evaluation;
Every node Selecet Father base on Objective function;
Send Request to Seleceted node;
After Received Request by Father;
IF (Father Mo.of Child = k) Then
Child Acceptance;
Else
Not Acceptance and Send Reply to Child;
ElselF f[Nn.nf Child = K} and {Received m R.equestﬂ
Then
IF ({m + No.of Child) k) Then
Childs Acceptance;
Else
Childs by best CPhn; Acceptance;

5.3 Data exchanges

At this point, whenever.the node intends to send data, it starts the data exchange in
terms of graph/and the selected parent. Until there is not a change in the network
topology, the data exchange will take place in the form of a graph. If the network graph
is changed, the parent update and election it will be in accordance with what was
mentioned-in the previous step. Then the exchanges will be done according to the new
graph.

According to what has been presented, routing and data exchange are performed for
ALQARM performance. In the next section we will evaluate the performance of
ALQARM in the simulator context and compare similar methods.

6. Performance Evaluation

To evaluate and demonstrate the performance of ALQARM, this method has been
simulated with Cooja method, and compared with OFQS method [13]. In the
simulations we used the Contiki IPv6 / 6lo0WPAN model and the open source
implementation of the RPL protocol called ContikiRPL [36 and 37]. The tool of
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simulation was Cooja that is a discrete event simulator in Contiki operating system. In
experiments, methods compete with each other in the presence of a number of different
nodes. The parameters for the simulation scenarios are as shown in Table (1).

Table 1: Simulation parameter.

Parameter Value
Operating system Contiki master version (2.7)
Loss Model ) UDGM(Radio model
Sensors Tmote Sky
Communication protocol CSMA, RDC contikimac, IEEE
802.15.4, ContikiRPL, IPv6
OF OFQS
ALQARM (Proposed OF)
The number of sensors 20,40,60,80,100
Network invirnment ) 200M*200M (
Microcontroller unit ARM Cortex M3, 32-bits, 72
MHz, 64 kB RAM
Packet size 30 kb
Send of data 1 packet every 1t0 60 s
Transmission layer standard UDP
Initial energy of sensors 210J
Buffer size of nodes 40 Packet
Radio waves CC2420
Message volume of FA BA and 16, 16 and 4 bit
RA
Simulation time 30m
Resuls 15 round

* Network successful receipts
This criterion is evaluated against the rate of sink node successful receipts relative to
all produced and sent data, and it is defined as (11).

* No.of Packet Received in Root (11)

PDR =
¥ Mowof Packet Send

*Network interaction delay
This factor is related to/average time of data send from source to root. It is introduced
as (12).

Bhio.of sefid data yrpiiq) Time; —Send Time;

DE[EY = - MNo.of send data (12)
*Control overheads

This factor shows control data exchanges in relationship (13).

OvearHead = ¥ No. of Control bit Send (13)

*Congestion
This factor is about control of parent child. It is evaluated by relationship (14) in the
most congestion of parent nodes.

Congestion = Maximum packet in Father node Buffer (14)
*Network consumption energy

This factor is related to sum of energy consumption of sensors and is evaluated by
(15).
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Metwotk Energy Consume = E}LIW (15)

The tests used Contiki Power trace to measure the power consumption of nodes and
network. The output of the Power trace routine provides the total amount of time that all
sectors are active [42]. To check energy, based on the 6LowPAN network with duty
cycle where the radio unit is often inactive (except for sending and receiving) is
operated. Contiki MAC's default settings are also used, with 8-bit wake-up per second
and 6% of the time is active in traffic-free radio mode.

Based on the discussion above, the average energy consumption over time will be per
relationship (16).

Netwothk Energy Consume;(mj) = Transmit » 19.5mA+ Recieved x 21, 8mA+ Cpu ¥ 1.5mA+ Lpm = 0.0545 (16)

*Network consumption energy

The performance of methods is considered in terms of two concepts /of effective
network data exchange and performance optimization. ALQARM, by examining
various indicators in the parent elections, on the one hand, prevents from issues that led
to increase of consumption (such as data loss and re-sends) and on the other hand for
data exchange uses optimal routs (optimizing send and receive). The proposed method
is also effective in optimizing the overheads and energy consumption for their
interactions in order to utilize the learning capabilities and design of the counter
compatible with the topology changes. This effective performance with the capability of
covering both areas has led to energy optimization. OFQS has been successful with the
first concept (using optimal routs and data appropriate interactions). But this approach
has not been effective in the second case. Figure (4) shows the results of energy
consumption.
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Fig 4. Network energy consumption.

*Network successful receipts

This criterion is related to the percentage of received data of root node correctly
relative to the sum of sensors sent data. In this regard, when a method operates more
desirable in choosing main parent and supporting quality and reliability of service, the
service is better and the quantity of correct receipts will increase. ALQARM has
supported services in a way that based on measures in line with anticipates of analysis
and selection of parents, services are exchanged through higher quality and reliability
parents and more appropriate intermediate routs. Therefore, quantity of network end-to-
end receipts has been associated with greater improvement. The OFQS results in a
much weaker performance. In this mechanism there are not the capability of analyzing
the intermediate routs as well as measures to check the reliability of nodes and in this
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respect has been associated with the relative decline of network successful receipts.
Figure (5) shows the results of the percentage of successful receipts.
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Fig 5. Network successful receipts.

* Transaction delay

This factor depends on the both of the quality of service and congestion control.
Because each of these concepts has a direct impact on delay improvement. ALQARM
has attempted to select the main parents and follow-up transactions in such a way as to
support quality as much as possible in its effective performance. This ability along with
bilateral decision-making with the ability to control allocation of children to parents and
subsequent congestion control has doubled the capabilities of ALQARM to improve
delay. This targeted design has resulted in improved service quality and effective
prevention of congestion issues that ultimately results in'delay optimization. OFQS has
adopted appropriate measures in terms of quality of service and consideration of factors
affecting the improvement of interaction delay. However, this approach has not been
able to balance parent nodes traffic-load and congestion management, and has been
associated with increased delay. Figure 6 shows the delay results.

H OFQS Method Scenarios With Different node
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Fig 6. Network delay

*Congestion

This criterion is evaluated in maximum number of waiting packets for service in the
parent node buffer and accepts the most impact from the parent child balance. Most past
researches have suffered from the problem of graph imbalance and have not provided
the capability to cover it. ALQARM has acted in a twofold design and activity
(decision-making on both the parent and child side) as well as practical measures to
limit the children that provides enable children of parent balancing and prevents
congestion in different situations. This capability is a result of anticipated measures to
limit children of parents and the ability of ALQARM to maintain graph balance. OFQS
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has no capacity in this area, and is not efficient in this regard. This inefficiency has led
to increased congestion for some parents and eventually the network. Figure 7 shows
the results of the percentage of successful receipts.

® OFQS Method Scenarios With Different node
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Fig 7. The most rate of parent congestion.

*Control overheads

This criterion is related to the sum of control data exchanges. In this regard, the more
efficient method for optimizing and controlling message interactions, the lower
overhead rate. ALQARM provides measures based on the benefits of learning
pheromones and using compatible counters with topology, the capability to analyze
network topology changes and accordingly controls overheads adapted to the needs and
requirements. The OFQS has not provided a‘specific capability in this regard and has
been associated with an increase in overhead. Figure (8) shows the results of overheads.
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Fig 8. Results of data loss rate.
7. Conclusions and Future Works

In this paper, a new method called ALQARM is introduced for routing and
exchanging data on the 10Ts. ALQARM is based on exploration methods, and more
precisely it is developed based on the ants algorithm. It is programmed in such a way
that to maximize quality and optimize overheads. ALQARM has also been effective in
controlling congestion based on examining and controlling parent-child attachment. The
ALQARM was implemented based on the RPL protocol and the results of its simulation
show congestion improvement, delay in data interactions, successful receipts and
optimization of control overhead compared to similar methods. However, although
ALQARM offers acceptable performance in terms of expanding routing, it still faces
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with some challenges in optimizing and balancing energy consumption. In future
research, we will attempt to cover these challenges by developing an ant algorithm
based on the factors influencing optimization and energy consumption balance. It also
attempts to develop and test the proposed method on the basis of other heuristic
algorithms and based on results functions be evaluated.
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